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Five Key Risks for

Firms in 2017
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Financial services firms and their regulators had a busy but largely
straightforward year in 2016. This year already looks to be anything
fthe

Well-resourced, business-specific risk and control infrastructures
i for firms but 2017 is set

10 test the resilience of all firms, with the added challenge of greater

personal accountability for senior individuals.

Atthough e detalled ks o by G ae o apecifcsnd i,

The issue was summed up by Jeremy Rudin, of the Office of the
Superintendent of Financial Institutions, in Canada: “We see that
many boards are secking out and obtaining broader skill sets and
expertise, and are ensuring that they have enough members with
relevant financial industry and risk management expertise. This type
of expertise is a key component of an effective board at a financial
institution.”

Rudin went on to say:

One of the board's most important

fhigh-level i all

Imm espective of geography or sector.

Skills

‘The expectations on boards and senior managers in financial services

firms continue to grow alongside the potential for personal lability. In

2017 there is likely to be a focus on the sk, both collectively and

individually, of the leadership team. Firms would be well-advised to
bers, and also to asses

gularly the skill
the board's collective knowledge.
‘The gap analysis should be documented in detail, accompanied by
il o meal ac i e o st ) o

of senior
management .. A board that oes not have nm requisite expertise, or
is unwilling, to task senior management to provide it with suitably

ITinfrastructure

umnv’\lmn but at least some of those advances are being. b\lﬂl on
potentially shaky IT infrastructures. Firms would be well-advised to
review and, where needed, invest in their IT infrastructures,

Wholesale review of and investment in IT may be long overdue at

some fi 1d yield immense hmcnx\ in terms of governance,

ps are filled by tment, All

y

competent forthe roles they perform.

Senior individuals will be expected to have sufficient knowledge and
d

10 help them understand the likely impact on the firm and its
customers. Board members also need to understand thoroughly the
business being conducted.

Senior staff at firms need o have an in-depth understanding of all
products, activities and processes, but all t00 ofien enforcement
actions show that, as people and businesses change, knowledge levels
become severely depleted. with the inevitable regulatory
consequences.

Particular care is needed with any new areas of business or products,
whether the change is by acquisition or internal development. As part
of a strategic approach to skills maintenance, the assessment of
training and awareness needs should be an inherent part of any
business change process.

compliance and improved line of sight to the risks being run. As
highlighted in a 2015 Thomson Reates survey on personal liability,
the issue of line of sight is critical: half the respondents (49 percent)
reported that senior managers “do not really know what s going on in
theirbusiness’

Few firms have seamless IT systems and more often than not legacy
systems have been built on top of one another, creating evermore
complex platforms. Compliance functions must ensure they can test
thatritical proce:

of sight to any assumptions, manual

and gaps. While it is discouraging to find that pmblcm exist itcan be
infinitely worse notto know.

The point was reinforced by Andrew Tyrie MP, chairman of the
‘Treasury Committee, in relation to a number of IT system failures at
UK banks.

Tyriesaid:

“The current situation cannot be allowed to continue. IT risks need to
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They
ooy bit s serious a threat to customers and overallfinncial
tabil

With that b.nk),m\md the Treasury Committee had i e
“suggestions”, which will, in effect, steer the future regulatory and
supervisory approach to IT in financial services. In outline the three
suggestions are:

* Banks need greater IT expertise at main board and subsidiary

board level,
« Far more res ut dernisi aging
and sccurmgbanks ITinfrastructures.
+ Legal, regulat
way that banks manage their cyber security risks.
Personal liability

place; far fewer

n s, William Dud
executive of the Federal Reserve Bank of New York, has used a
k. In one, he shared an everyday checklist proposed by Ignazio
Angeloni of the European Central Bank, who posed six questions that

« Areyoudoing what you promised to do?

. 2 your d

« Are you doing what public authorities, superiors, colleagues and
business partners expect youto do, and ifnot why?

« Are you conforming to the mission and the values of your

s theyare publicly stated?

Personal liability as a is here to
stay. Board members and other senor managers need 0 undersand
exactly how they should discharge, and evidence the discharge of,
their obligations. The UK, U.S., Canadian and Australian regulators
have already made policy moves to implement enhanced personal
ability.

In December 2016 the Hong Kong Securitics and Futures

« Finally, and crucially, would you behave similarly if your actions
were publicly observed?

Dudley went on to say that,"the discipline of asking ourselves these

questions on a regular basis and answering them thoughtfully and

onesily may be more challenging., thought-provoking and effective

thanone mightinitially thin

C senior

managers, which reiterated that senior individuals bear “primary
* for ensurin

of conduct and adherence to proper procedures by the firm. The

Properly mana i fthe firm

and perform periodic evaluations of its risk management

processes.

Understand the nature of the business of the firm, its internal
risk.

Itis not just mainstream financial services regulators which are set to
increase the levels afpcrmlml Tiability. In the UK, for instance, the
Information C
0f 2017 to fine directors mdlvldudl\y up 10 £500,000 for breaches of
the Privacy and Electronic Communications Regulation, which
coversissues suchas nuisance calls.

Culture and conduct risk

‘The rise of culture and conduct risk as a regulatory concept has been
relentless. Many firms and individuals remain uncomfortable that

ey can ang i
expectation. Culture has become just as much of a focus as conduct
risk, as regulators have sought to move away from a black and white
rulebook stance to a more holistic, outcomes-based approach. Firms
must accept that the focus on culture and conduct risk is here 10 stay,
the practical

workin progress.
While many firms still need to formulate th approach
to conduct risk there are two persistent challenges: the necd for

the need for high-q

and management information. Ancedotally, many igerds have
“good” looks

in e of ol condet sk the assoeied o from the

op’. ightto

3
b good quntinive simgeeat reporfiny Infustnicuses in

7 K are huge, butif
firms are able to develop, implement and embed a strong approach
‘which can be evidenced they will have taken a significant step toward
mitigating any risks arising,

Complexity

‘Complexity in a firm only becomes an issue when the risk and control
i is d or resourced,
particularly in terms of high-quality IT and data aggregation, to
manage the complexity itself, and the risks arising. Complexity is
exacerbated by size (the concept of “100 big to manage”) and by
certain activities such as the manufacture and distribution of unduly
products Regulators are being more creative in how my

deterrent to poor behaviour and are being supplemented by a wite
range of remedial actions including heightened personal liability. In
the UK, the risks associated with unmanaged complexity have been
recognised and hardwired into the statutory objectives of the
Prudential Regulation Authority.

New threshold conditions have been introduced, including a

ment for a firm to be capable of being effectively supervised.
a clear indicator that complex, opaque activity, products or
s nd indeed any perceived barriers to effective supervision,
will be frowned upon. The PRA has made it plain that firms should
keep the maintenance of safety and soundness in mind at all times,
even when this requires firms to act more prudently than they might
otherwise choose. In other words, firms must notallow themselves, or

Itis a challenge but firms must ensure they can demonstrate that their
nire business is under the control of senior managers, that there is
line of sight to all risks and there is a comprehensive suite of

compliance. &
* Susannal Hammond is a senior regulatory intelligence expert with more.
than 25 years of wide-ranging compliance, regulatory and risk experience in

internatonaland UK fnancral sorvics
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